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TT Cong viéc

l. BAO DUONG MAY TINH DESKTOP

Vé sinh thung may:

Noi dung

Vé sinh bui thung maéy, Cac nap day thiing may.

Vé sinh cac day cable (cable nguon, hdd, ...).

Mainboard:

Dung may thoi bui (dédc biét ¢ cac khe cam card).
Dung co vé sinh cac khe cam, vé sinh bui trén main.
Dung may thoi bui sach mot lan nta.

CPU:

Nhe¢ nhang v¢ sinh bui bam & chéan CPU.
Duing may thoi bui lai 1 1an nira.

Linh kién chuén IDE:

CD-ROM/DVD, HDQ.
Dung co v¢ sinh bui ban. )
Dung may thoi bui sach mét 1an nira.

Linh kién chuan PCI:

Céc loai card cam trén main (ram, vga, sound, ...)
Dung co vé sinh bui ban.
Dung gom tay sach bui & c&c chan cam.

Quat CPU, quat ngudn:
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DUng co vé sinh bui ban.
Dung may thoi bui sach mgt lan nira.
Tra dau cho quat.

Lip may:
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Gin Main vao thiing may, gin dc ¢ dinh tat ca cac
Vi tri.

Gin CPU: ding may say lam kho khe cam CPU,
mat chan cim CPU. ganCPU vao khe cam. Thoa
keo tan nhiét. gan quat CPU vao.

Gan cac linh kién chuin IDE, PCI vao, gin day du
bc 0 dinh tat ca cac vi tri.

Gan long ndo. chit hat am vao vi tri thich hop bén
trong thung may.

Day nap thung may.

Monitor:

Dam bao da tat dién ngudn Monitor.
Dung co vé sinh bui ban.
Dung dung dich lam sach man hinh.

Keyboard & Mouse:

Dung co vé sinh bui ban.
Dung may théi bui sach mdt lan ntra.
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Lap M4y VAo vi tri sir dung:
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V¢ sinh sach s€ vi tri dat may.

Vé sinh sach céc day ngudn. day ndi man hinh va
thung may.

C6 dinh thing may. man hinh. keyboard, mouse vao
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dang vi tri.
Dung day rat that gon day ndi céc loai.

Cam dién. bat ngudn. khoi dong may.

Chay phan mém test thong sd hoat dong cua may.
Ghi nhan théng sb. két qua hoan thanh cong viéc
vao report form.

11 | Hoan tat & Report:

ANANENIERN

II. BAODUONG PHAN MEM

TT Cong viéc Noi dung
PCs/Laptop Software
v' Béo dudng PC chay hé diéu hanh 32bit.
1 | Pham vi &p dung v" Khdng bao gom phan mém dang cai trén may.
v Str dung cac giai phap phan mém hop phap.
v Téi uu hoa.
2 | Performance v Tang toc.
v" Tang suc manh.
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I11. BAO DUONG HANG THANG

TT Cong viéc Noi dung

v" Bude 1:
— Don dep cac file va registry rac trong hé thong.
v' Budc 2:
- Diét malware.
- Cai dat Windows Defender va quét.
v" Budc 3: bao vé
- Bat Windows Update.
- Bat Windows Firewall.
- Cai trinh diét virus.
- Go bo MS Java Virtual Machine; thay thé bang
Java Virtual Machine chinh hang.
v" Budc 4: nang cao
— G0 céc browser hijacker.
- G& malcious software.
- Go& cac malware dic biét.
v" Budc 5: stra cac thiét hai con lai do malware
— Sua cac 16i cia Windows Update, Windows
Installer, Permissions, v.v.v
- Sita céc 15i lién quan téi Group Policy.
v' Budc 6: truy tim malware bang tay
- Qua qué trinh ty khéi dong.
— Cé&c loai hijack.
- Dang chay.
~  Theo diu chuong trinh dang chay.
- Cac loai rootkit.
Budc 7: g& cac phan mém khdng can thiét.

1 Don dep

\

Téi wru hoa.
Tang toc.
Tang strc manh.

2 Performance

Nang cip service pack mdi nhét.

Chay Windows Update.

Nang cap directx.

Nang cap phién ban méi cho cac phan mém.

Cap nhét — Nang cap hé
diéu hanh:

Performance cua may.
Paging file.

Tt indexing service.
Thay dbi prefetcher.

4 Tinh chinh

Chéng phén manh b cung.

° Str dung img dung Tang toc browser, copy, V.v.v
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6 Tit services

v/ V6 hiéu tinh ning nguy hiém universal plug and play
cho moéi truong mang vi né cho phép Uing dung tu
dong md ports trong mot UPNP router ty do.

Thay ddi diéu chinh cho Windows Services.

7 Internet

Téi uu TCP/IP.
TCP/IP Slowdown Fix (Event ID 4226 Patcher)
Cau hinh str dung opendns dé nhanh va an toan hon

8 Nang cao

Tét tinh ning tén file 8.3 trong NTFS.
Disable NTFS Last Access Time.

9 Backup

AN NN YA

Backup hé diéu hanh va cac dit liéu quan trong trén
may.

IV. BAODUONG HANG THANG POI VOI MAY PRINTER

TT LOAI MAY

1 | May in Laser

NOIDUNG

v
v
v

Kiém tra va in thur trude khi tién hanh bao dudng.

Vé sinh catridge, d6 muc thai.

Théo vo may, vé€ sinh bo mach chu va céc diém tiép cao
ap.

Lam sach hé thdng quan, vét, tach gidy Senser.

Lam sach va tra dau hé thong co.

Thao va lau chui hop guong Laser.

B6i m& cum 16 sdy.

Tra ddu m& vao c&c bd phan néu can.

2 | May in kim
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Kiém tra va in thir truée khi tién hanh bao dudng.
Vé sinh hé thdng co, cam.

Lam sach truc cao su quan gidy.

Lam sach va can chinh dau kim.

Lam sach va bdi ddu m& Tractor.

V¢ sinh vo may.

3 | May in phun

\

AN

Kiém tra tinh trang may, in thir true khi tién hanh bao
dudng.

Théo co, thao bd xa muc (xa muc thai).

Vé sinh bo mach chu va h¢ thong quan gidy, vot gidy.

Vé sinh miat doc (Motor budc + mat dém xung).
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v V& sinh vo may.

V. BAO DUONG HANG THANG POI VOI MAY SERVER
TT Coéng viée  Ndi dung

PHAN CUNG

1 | Vé sinh toan bd vo va than may Server.

2 | Kiém tra tinh trang hoat dong ctia c4c thiét bj trén Server.

3 | Kiém tra tinh trang cua cac 6 dia trén Server

HE PIEU HANH VA CAC UNG DUNG

(Kiém tra tién trinh tw dong cdp nhdt va quét ciia cdc phan mém bdo vé trén Server (Anti Virus,
Anty Spyware...), don dep cac file rdac trén cac o dia.)

1 | Server Database: Kiém tra tién trinh Backup dit liéu trén Server.

Kiém tra tinh trang hoat dong cuia web server, kiém tra
2 | Server luwu trir website: tinh trang hoat dong cua cac chuong trinh quan ly
database nhu SQL server, My SQL...

Kiém tra danh sach va quyén truy cap cua cac user trong
hé thong Domain, kiém soat va stra 16i hé thong thong
qua ctra s0 Event View. Kiém soat cac chinh sich nhom
va chinh sach bdo mat qua chinh sach Group Policies.

3 | Server Domain Controller:

Kiém soat DNS list, cac dia chi IP dung cho DNS, tinh

4 | Server DNS: trang hoat dong ctia DNS Server.

Kjém soat tinh trang hoat dong cuia DHCP Server, dai IP
5 | Server DHCP: cap phat cho cac Client, check cac Scope Option, cac
chinh sach @61 vo1 DHCP.

Kiém tra, chuan hoa tinh trang hoat dong cua phan mém
6 | Server Firewall : Firewall, cac chinh sach ap dung trén phan mém Firewall
doi vai cong ty.
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VI. BAO DUONG HANG THANG POI VOI NETWORK

TT Cong viéc

Switch & Router

1 | Vésinh thiét bi Vé sinh sach sé& cac thiét bi va thanh phan két ndi

Kiém tra ngudn cép phat cho thiét bi, ding nhap vao cta
sO quan 1y kiém tra cac goi tin 16i va thiét 14p cau hinh
cho cac cong (Port) cuia Switch va tinh trang hoat dong
ctia Switch. Backup céu hinh cho thiét bj.

2 | Manager

Kiém tra ngudn cap cho switch, cic port sir dung trén
3 | Unmanaged switch, cac dén tin hiu trén switch, kiém tra tinh trang
hoat ddng cuia cdc dau mang két noi téi Switch.

Dong bd héa chuin bam cable.
Bam lai dau RJ doi véi cac dau bi gay.

4 | Pau RJ45 A e
Chuan héa color boot

ANERNENEN

Lam gon hé thong cable mang. cable ngudn tai til

rack.

Téi wu hoa hé thong cable dén cac vi tri may client:

- Di lai ngp nhya mai.

- Dua cable vao nep nhua theo dung ky thuat,

5 | Hé théng cable - Khic phuc day patch cord. day nhay qua ngan.

- Hoan thi¢n van dé nbi dat

— Kiém tra, toi vu héa ngudn cung cdp dung chuén,
ding cong suat cho thiét bi hoat dong on dinh., bén
bi.
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